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Substation Automation and Synchronization for Smart Grids Using Synchronous Ethernet

As utilities modernize their power grids and deploy digital substations based on the IEC 61850 standard, precise and resilient
synchronization has become a fundamental infrastructure requirement. Protection relays, process bus applications, Phasor
Measurement Units (PMUs), sequence-of-events recorders and Supervisory Control and Data Acquisition (SCADA) systems depend
on accurate timing and frequency references to operate correctly. Even small synchronization errors can lead to incorrect event
correlation, delayed protection actions or reduced system visibility.

While IEEE® 1588v2 Precision Time Protocol (PTP) is widely used to distribute time and phase information, Synchronous Ethernet
(SyncE) provides highly stable and traceable frequency synchronization through the Ethernet physical layer. Unlike PTP, SyncE is
entirely immune to Packet-Delay Variation (PDV) or network congestion, which makes it well-suited for packet-based timing networks.
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Technical Foundations:
What Is SyncE?

SyncE is a physical-layer frequency synchronization technology
standardized by the ITU-T under the G.8262 recommendation.

In a standard Ethernet network, each device generates its
transmit clock from a local, independent oscillator. SyncE devices,
conversely, feature specialized physical layer (PHY) hardware
that recovers the clock frequency directly from the incoming Rx
Ethernet bit stream. This recovered clock is filtered by an internal
Phase-Locked Loop (PLL) or Synchronous Equipment Clock (SEC)
to eliminate high-frequency jitter and subsequently used to derive
the transmit frequency on downstream ports. This establishes

a continuous, hop-by-hop frequency path across the physical
infrastructure. It is critical to note that SyncE handles frequency
alignment exclusively; it does not carry phase or Time-of-Day
(ToD) timestamps.

-~ Substation Site
Substation Switch Substation Switch
PHY Clock Recovery /PLL PHY Clock Recovery /PLL

Grandmaster Clock Layer 1 (Physical Clock) Layer 1 (Physical Clock)

(PRC | PRTC) PTP| NTP | SyncE PTP | NTP | SyncE FilterY
PTP | NTP, i PTP | NTP.
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The Power of Hybrid
Synchronization—
SyncE + PTP

When deployed concurrently, SyncE establishes a stable
frequency baseline across the entire physical fabric. This enables
downstream switches (boundary clocks) to pre-lock their internal
oscillators, which minimizes the settling time, reduces jitter and
allows the PTP engine to focus exclusively on phase alignment.
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SyncE As an Input
Reference—
Frequency Ingest

In some substations, Synck is received from an external Wide
Area Network (WAN) transport connection and utilized as the

local frequency reference for the substation network hierarchy.

Typlcal Sources

Utility IP/MPLS WAN backbones

Optical DWDM transport systems

Packet microwave links

Adjacent substations via direct dark fiber interconnects

Typlcal Applications

Substations without local GNSS/GPS receivers due to
physical constraints or adoption of vPRTC architecture
Backup synchronization source for GNSS-equipped
primary systems connected to remote substations over
utility telecom transport networks

Indoor or underground substations where GNSS antenna
installation is logistically difficult

Operational Benefits

GNSS Alternative: Provides a highly accurate alternative to
local GNSS reception, removing dependencies on RF signals
Oscillator Holdover Maximization: Dramatically
improves local oscillator holdover performance by
constantly steering the internal clock core with a stable
external frequency baseline

Resiliency Against Interference: Maintains phase and time
stability during temporary PTP disruptions or satellite outage
scenarios caused by multi-path interference, atmospheric
anomalies or intentional RF jamming and spoofing

microchip.com



SyncE As an Output Reference—
Frequency Distribution

Conversely, a substation timeTransmitter clock, edge router or boundary switch can generate and distribute SyncE downstream
to the local network fabric and field devices.

Operational Benefits
* Provides a highly stable, drift-free

Typical Applications

+ |[EC 61850 Process Bus Deployments:

Typlcal Destinations

|EC 61850 station bus switches

+ IEC 61850 process bus switches
(handling sampled values)

+ Utility telecommunications and
gateway equipment

* Neighboring substations over inter-
tie control cables (fiber)

* PTP boundary clocks and standalone
timing appliances

Station Bus Switch

(Layer 2 MMS | Goose)

Enabling precise sampling clock
intervals across distributed merging
units

Utility Communication Backbones:
Transporting deterministic
synchronization markers
Multi-Substation Architectures:
Delivering a cohesive, shared
frequency infrastructure

Grandmaster Clock

GNSS Core
(PRC | PRTC)

frequency baseline to all connected
field equipment

Improves PTP servo performance
by minimizing frequency wander,
which allows the downstream PTP
timeReceiver software algorithms to
focus entirely on correcting sub-
microsecond phase offsets
Eliminates sensitivity to network
traffic jitter, data bursts and packet
delay variations

Process Bus Switch

(Layer 1 SV Sampling Baseline)
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Why Use SyncE With PTP?

PTP and SyncE are complementary technologies. While PTP distributes phase alignments and absolute time metadata via
packet timestamps, it remains vulnerable to software processing queues and path variations. SyncE stabilizes the underlying
transmission rate, eliminating these physical-layer variances completely.

Synchronization Feature PTP (IEEE 1588v2) SyncE (ITU-T 8262) Hybrid Architecture

Time-of-Day (ToD)
Alignment

Phase Synchronization
Frequency Synchronization

Immunity to Packet Delay
Variation

Holdover Performance
(GNSS Failure)

Core Substation Use Cases

Supported Not Supported Supported (Via PTP)

Supported Not Supported Supported (Via PTP)
Supported (Packet Layer) Supported (Physical Layer)  Supported (Via SyncE Layer 1)
Limited/Variable Absolute Absolute (Frequency Integrity)

Moderate N/A (No Phase)

Excellent (Long-Duration
Phase Budget)

Application | Use Case SyncE Operational Role Technical Benefit

GNSS Outage Resiliency

IEC 61850 Process Bus

Phasor Measurement (PMU)

Acts as the frequency holdover input
from the WAN backbone during local
GNSS failure

Supplies physical layer 1 frequency
backing alongside the IEEE 61850-9-3
Power Profile

Maintains high clock pacing for Wide
Area Monitoring Systems (WAMS)

Extended the local GMC phase holdover
budget

Confirms Sample Values (SVs) remain
tightly synchronized below ps thresholds

Minimizes Total Vector Error (TVE) drift
during network path re-routing
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Planning and Engineering Considerations

Before implementing a SyncE infrastructure within a utility automation project, the following planning metrics

must be addressed:

* Equipment Compatibility: Every intermediate device along the synchronization path must natively support
SyncE, the Ethernet Synchronization Messaging Channel (ESMC) and Synchronization Status Messages
(SSMs) according to ITU-T G.8264. Any legacy, non-SyncE device will block the frequency distribution
Synchronization Architecture Layout: Clearly pre-define primary and secondary tracking clock sources,
network hierarchy tiers, failover routes and automatic source-recovery strategies
Oscillator Selection: The physical grade of local internal switch oscillators dictates holdover accuracy; for

transmission-level substations, specify equipment fitted with high-stability Oven-Controlled Crystal Oscillator
(OCXO) or rubidium cores

Transport Network Auditing: If SyncE relies on transmission links across optical DWDM systems or packet
microwave routers, verify the physical clock recovery performance during transport routing failures
Telemetry and Alarm Management: Connect synchronization monitoring alerts to the central EMS system.
Critical conditions include loss-of-SyncE input reference, clock quality degradation notifications, holdover
enforcement events and clock source switches
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Installation and Commissioning Best

Practices
Physical Media Constraints: Fiber vs. Copper

Substations exhibit high levels of Electromagnetic Interference (EMI) caused by high-voltage circuit breaker

switching and lightning surges.

* Fiber Optic Connections (Mandatory): Fiber optic cabling (SMF/MMF) must be utilized for all SyncE inter-
switch links and paths extending between separate cabinets or outdoor yards; fiber is completely unaffected
by EMI, preventing frequency signal degradation
Copper Connections (Restricted): Shielded twisted-pair copper cables (Cat6/Cat6A) should be strictly
constrained to short interconnects housed entirely within a single, low-voltage control cabinet

SFP Transceiver Selection

Standard, commercial Small Form-factor, Pluggable (SFP) modules often contain internal, asynchronous
Clock and Data Recovery (CDR) circuits that can modify or strip out physical layer frequency pacing so that all
deployed transceivers are industrial-grade and validated for SyncE clock transmission.

Mandatory Commissioning Validation Sequences

During field commissioning, the installation team must execute and record three validation tests:
GNSS Isolation Test: Pull the antenna feed from the primary clock; verify that downstream devices
transition cleanly to the WAN SyncE frequency without introducing phase steps or exceeding the < 1ps
operational envelope
SSM Loop Prevention Test: Simulate a primary link failure and audit the ESMC channel to confirm
that nodes correctly transition based on quality metrics and do not generate timing loops
Network Traffic Stress Test: Flood the data plane to 90% utilization to verify that SyncE physical
stability remains unchanged
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Conclusion

Synchronous Ethernet provides a ruggedized, highly predictable frequency baseline natively at the physical
layer, insulating digital substations from packet-layer anomalies and external RF dependencies. Whether
utilized as an input reference from an IP/MPLS transport backbone or as an output reference distributed down
to process bus devices, SyncE delivers critical stability.

For mission-critical utility environments where protection system failure is not an option, the deployment of a
hybrid SyncE + PTP architecture provides an exceptional level of timing redundancy, which enables operational
continuity, deep event insight and grid resilience regardless of network stress or satellite availability.
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